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Mobile Device Management

In the State of Montana



What are other states doing?

The state of Georgia has about 9,000 devices under AirWatch management. We delegated administration and policy control to each constituent agency, so they’re
each making their own decisions about advanced features like the ones mentioned below. A few agencies have experimented with Content Locker and App
Management, but there’s very little of that in production use. For the most part our agencies are using AirWatch for asset management, remote wipe, and basic policy
enforcement.

We have periodically worked with AirWatch to try to raise awareness of more advanced features, and we will continue to do so.

Dean Johnson

Chief Operating Officer
Georgia Technology Authority
Phone 404-463-4409
dean.johnson@gta.ga.gov
NASTD President

| would like to get your feedback regarding the status of MDM for your State. We implemented Air-Watch early this year and have roughly 5000 managed

devices. When MDM was first implemented, the primary purpose was to have the ability to remote wipe. We are now testing the additional features of Air-Watch
including Secure Browser, Content Locker and Managed Apps (locking down App Store). Any information regarding MDM status and the progress status of advanced
feature implementation is appreciated.

Kent Hillman

Director Missouri State Data Center
State of MISSOURI

Jefferson City MO

(573) 751-3100
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Enrollment Options

* Corporate Enrolled (typically state owned)

* BYOD (employee owned)

|OS and Android

Option 1

Option 2

Option 3

AirWatch Inbox App

Native email client

Boxer (Available in late June
2016)

Passcode required to open App

Passcode required to unlock
device

Passcode required to open App

Calendar, contacts, and email
contained in App

Full functionality for other
native apps such as contacts,
calendar, and reminders

Calendar, contacts, and email
contained in App




Un-enrollment

vmware airwatchr

Device Unenrolled - 4/26/2016 3:33 PM

Jerry Marks,

Your device CX0197 iPhone i03 9.3 1 GRWW has been unenrolled.

Reason: Devices List View page

This device no longer has access to settings, applications, and content deployed during enroliment.

If you have any questions, please contact support via email: servicedeskimmigov or phone: 406-444-
2000.

Reqgards,
AirWatch

Copyright @ 2018 VMware, Inc. All ights reserved. | 1158 Perimeter Center Wast, Suite 100, Atlanta, GA 30338



Enrollment or Re-enrollment

* It all starts with an email or a SMS message from the AirWatch
COhSOle. ®seec Verizon LTE 4:24 PM 7 % 83%E)

€ Messages 878-787 Details

(MTGOVMDM):Go to
https://awagent.com/?
serverurl=airds.mt.gov&
gid=UAT&un=CX0197
to activate your device




Installing the Agent, which is an app
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Download

To enroll this device please
download, install and run the
AirWatch MDM Agent.

Go to Apple AppStore
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Welcome to AirWatch!

AirWatch helps your IT Department to
provide your device with secure access
to resources.

Welcome to
AirWatch, let’s o s
get started.

Choose authentication method:
Email Address

Server Details

%ﬁf QR Code

Privacy Policy
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4 Back to Agent 5:33 PM

a airds.mt.gov

% .
airwatch Authenticate
by VIMIWare

Enter your Username and Password

Show Characters

< £ 80% WD

<

_ Your identity comes

from the Enterprise
Active Directory



4 Back to Agent 5:34 PM <7 % 80% WML

& airds.mt.gov ¢

E I I I p ‘ Oye e a?r\watch Authenticate
W n Additional information is required to authenticate
your device
[ J
d e V | C e Device Ownership
mmmm) | Employee Owned B

The information | have provided on this form is correct to

O r the best of my knowledge.

owneda




Terms of Use

4Back to Agent 5:34 PM 7 % 80% M)
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& airds.mt.gov

airwatch Authenticate

by VIMware

Terms of Use

Unauthorized use is a violation of 45-6-311, MCA.
This computer system, including all related
equipment, networks, and network devices, is
provided only for authorized state government use.
Any or all uses of this system and all files on this
system may be intercepted, monitored, recorded,
copied, audited, inspected, and disclosed to
authorized personnel. By using this system, the
user consents to such interception, monitoring,
recording, copying, auditing, inspection, and
disclosure at the discretion of authorized personnel.
Unauthorized or improper use of this system may
result in administrative disciplinary action and civil
and criminal penalties. By continuing to use this
system you indicate your awareness of and consent
to these terms and conditions of use. Log Off
immediately if you do not agree to the conditions
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This message is customized for
the State of Montana
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Enrollment continued

4Back to Agent 5:34 PM ¥ % 80% HEL
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airwatch Secure
by VIMIWare
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Enable Device Management

To enable your device, you will be redirected to
Settings.

Why?

e Protect your data
* In the event of loss or theft, remove all
corporate data

Redirect and Enable

eeee0 Verizon T 5:34 PM 7 % 80% HE )

Cancel Install Profile Install

AirWatch-Department of...
AirWatch

Signed by *mt.gov
Verified v

Description Enrollment Settings

Contains Device Enrollment Challenge

More Details

eeeec \erizon T 5:34 PM 7 % 80% EM

Cancel Enter Passcode

Enter your passcode
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DOA
1. Passcode
2. Exchange

Profile installation

eseeo Verizon F 5:35 PM 7 % 80% HM

Cancel Warning Install

MOBILE DEVICE MANAGEMENT

Installing this profile will allow the
administrator at “https://airds.mt.gov/
DeviceServices/AppleMDM/
Processor.aspx” to remotely manage
your iPhone.

The administrator may collect
personal data, add/remove accounts
and restrictions, and list, install and
manage apps on your iPhone.

Remote Management

Do you trust this profile’s
source to enroll your iPhone

into remote management?

Cancel Trust




Successful Enrollment

4 Back to Settings 5:36 PM 7 % 79% )

@ airds.mt.gov ¢
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airwatch Configure

by VIMWare

Congratulations!

You have completed the initial configuration for
your device. You will receive a notification
prompt if further action is required.

You may navigate away from this page.

vmware airwatch

Device Successfully Enrolled - 4282016 10:27 AM

Jerry Marks,

Your device CX0187 iPhone i05 8.3 1 GRWVY has successfully completed AirWatch enrallment using
CX0197's credentials.

If you believe you have received this email in error ar have any questions, please contact support via
email: sevicedesk@mioov or phone: 406-444-2000.

Regards,
AirWatch

Copynight & 2016 VMwarz, Inc. All nghts reserved. | 1155 Penimeter Center West, Suite 100, Atlanta, GA 30338



What does using the native features mean?

0000 Verizon LTE 12:58 PM 7 R 82% )+

¢ Settings Touch ID & Passcode

Saturday @ﬁ@
.: USE TOUCH ID FOR:
iPhone Unlock

Calendar Apple Pay

iTunes & App Store

ollelle

Use your fingerprint instead of your Apple ID
password when buying from the iTunes &
App Store.

FINGERPRINTS

Finger 1
Contacts Reminders Finger 2

Finger 3




AirWatch Self Service Porta
https://airds.mt.gov/MyDevice/Login

@
10

AIRWATCHSSP

Login Method

Email

example@air-watch.com
NEXT

Need a Different Language?

English (United States)







